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Bank Leumi — Background
Leumi’s Direct Banking operations
Voice Biometrics technology @ Leumi

Current applications & benefits

— FreeSpeech authentication
— eBanking PW reset

— Real-Time fraudsters detection
What's next

Keys to success
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EmmrT Background

 Established in London in 1902

« Currently the largest bank in Israel & one of the

largest corporations in the middle east
« QOver $80Bn in assets, ~$170Bn under management

« Servicing >2M customers in 23 countries through

336 branches
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&> 2009
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AWARD

« The first to introduce direct banking services in the
region (1995)
« Early adopter of Internet, mobile, and advanced contact

center technology
— CTI, IVR, Speech, SMS, Chat , iPhone, Facebook, Twitter. .

« The first to deploy Voice Biometrics

— Text Dependent \ Text Independent \Fraudsters Detection

« Winner — 2009 speech implementation award
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Online Banking

I Select Login - I

* Economic Reports
» Investments

» Investor Relations
» Careers

* Online Security

* Contact Us

Welcome to Financial

Institutions

Your Gateway to Israel's
Capital Markets »

Leumi Global P43

ileumi
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Leumi
Service Blog
Cellular call
Leumi & Leumi
Pay e Video Chat
Leumi Leumi
Chat Secured

» Cautionary measures against internet fraud

» Managing your account simply, conveniently and securely with Leumi's

Guarantee
» Leumi wins award by Global Finance Magazine
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On Time
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EmmrT  Direct Banking Environment

Provided through 2 different brands

— Bank Leumi, Hayashir Harishon “First Direct”

40,000 calls a day

400 seats (and growing), 2 sites

State of the art technology
— Genesys, IBM, Siebel, Nuance, PerSay, Actimize, Verint

— Hybrid (TDM-> VolIP), Backup IP-Telephony site
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e The first bank in the world to deploy customer facing
text independent & text dependent Voice Biometrics

applications

New ID&V

FreeSpeech Free Speech VocalPassword Real Time process

Deployment @ deployment @ ' eBanking PW Fraudsters
First Direct Leumi Call reset Detection

Speech +
Biometrics + ANI

2001 2005 2006 2009 2010

&
FreeSpeech™ VocalPassword™
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mmmrTTl | he first deployment

 First Direct "Hayashir Harishon”(2001)

— 100 seats, (serving ~150K customers)

— Replacing authentication questions (about Hebrew

letters) with text-independent voice verification
— Automatic verification during the first 20 seconds
— 70% of the calls successfully verified

— Decreasing call handling time by 20-30 seconds
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http://www.persay.com/
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EENTTTE  FreeSpeech Expansion Project - 2005

« Target: Supporting all incoming calls to Leumi’s
new contact center - LeumiCall

— Integration with a modern contact center

(IBM\Genesys\Siebel)
— Enrolment security (Standard Vs. Enhanced security)
— Adding VolIP audio acquisition support (backup site)

— Multi-site high availability
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EmmmTTE Text Dependent Project (2007)

« Selected application - eBanking password reset

— 2000 calls a day averaging 2 minutes each
« PerSay VocalPassword integrated with IBM DirectTalk

* Results
— Accuracy testing yield 1%-2% Equal Error Rate
— Validated customer acceptance
— Clear and measurable ROI - process fully automated

— Voice Biometrics adds a security factor

« Web site login requires a unique username and additional “what you know”
field
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EmrT Fraudsters Detection Project (2009)

« 2008 — The bank starts to divert calls from branches to
LeumiCall

— Customer with no prior contact center interactions (Voiceprints)

* Repeated fraud by groups who had all the right answers
« Agents ability to detect repeated fraud — limited

e Solution — use FreeSpeech to Identify known fraudsters

and alert agents in real-time
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A Fraud Detection Score is generated by comparing the highest
scoring fraudster’s score with the customer voiceprint score

Call-Center conversation
CSR
Caller
Clean
“Customer” )
Audio Watch List Fraud
Detection
Identify Score &
F Fraudsters’ Notification
Scores
z Fraudsters
FreeSpeech““‘ voiceprints
Customer
V
?Spmtv Qe”“/ o _' Score
> 2009
IMPLEMENTATION Customer
AWARD . .
\ J Voiceprint
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EEENCTT Factors affecting detection accuracy

 Time in the call
« Group size

« Customer reference voiceprint

Fraud Detection Performance - 120 Seconds

\ .., /7

\ MisDetection Rate //

False Alarm Rate
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 Future
— Mobile

« Easing and securing access through mobile devices

— Internet

» High risk transactions security

— Voice\Contact Center
* New ID&YV process (Voice Based)
— Unique + Secret phrase + ANI
— Using Voice Biometrics to enhance ASR performance
— Using FreeSpeech for high-risk transactions

— PINSs as fallback



EEENTTTE Keys to Success

* The right technology
« Management support

« Marketing

— Internal (Agents)

— External (Customers)
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What's the third letter in your
mother maiden name?

Stop all these authentication
guestions

NEW!

Customer authentication by
voice using the most
advanced speaker verification
technology

Leumi First direct — the first in
the world!
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Galia Maor D AN
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Leumi CEO

Ranked by
Fortune as 34t
most powerful
woman in
business

Internal Voice
Biometrics
Marketing
campaign




