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What the Market Needs

= Consumers are concerned about
security

= Enterprises must balance security
and customer satisfaction with cost

= Regulatory agencies require multi-
factor authentication

= Consumers need to feel comfortable
with any new technology
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Current Authentication Methods

Within the large set of consumer authentication methods, Experian only offers KBA

Knowledge-Based Authentication (KBA)

= |Knowledge-Based Authentication| Simple Passwords,

= Virtual Keypads, Improved Password Methods ExPeri_a_n,s Current
Capability

Simple Token-Based Authentication

» Transaction Number Lists, Grid Cards
Software-Based Authentication

= Public Key Infrastructure (PKI) Credentials
Out-of-Band Authentication

= Short Message Service one-time-passwords (OTP), Out-of-Band (OOB) Authentication via Voice Telephony
Sophisticated Token-Based Authentication

=  OTP Tokens, Smart Cards With Handheld Readers, PC-Connected Smart Tokens
Additional Safeguards to improve Confidence in User Authentication Decisions

= Customer Device Identification

= Transaction Anomaly Detection
Emerging Authentication Methods

= Biometric Authentication — Uses information extracted from unique physiological or behavioral traits to verify the
asserted identity of a user
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Two Factor Authentication
Using Knowledge 1Q

Challenge-response guestions designed to be answered by the true consumer

| Available standalone

: _ Authentication during
or with scoring

application

Credit and noncredit Account changes

data assets and
guestions

ldentity screening processes
Password resets

_ _ Account opening
Flexible question

configuration and
decision strategies

Account activation

High-risk monetary and non-
monetary transactions

Fraud risk assessment prior
to relationship expansion

| Analytics and
performance monitoring
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Integration of Voice Biometrics and Experian KIQ

* Enrollment — authentication prior to capture and use of voice prints
» Fail Safe — use KIQ when voice print fails or is not present

= High risk transactions — in addition to voice prints — KIQ can provide
multi-level authentication

= Across the entire enterprise — extending the current technologies:
+ Password resets
+ Account activity
+ Notification services
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Why Voice Biometrics and Experian KIQ

= Strong multi-factor authentication
» |dentity protection — no need for passwords

= Consumer experience — common to ask
questions

= Common experience — phone for voice
biometrics

= Next level of authentication
= Combination of voice and knowledge

= Questions can be asked at any point in the
authentication process

* Risk based approach to authentication
= Extension of current technologies
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Biometrics Integration with Current Platforms
Two Factor Authentication

Enhanced
Phone services
providing
additional levels
of
authentication
for cell and non-
published
numbers

PC
fingerprinting
provides greater
visibility of the
online
transaction

and behavior

Clients

Precise IDSM
Knowledge 1QSM

Credit Card
Verification

Voice
Biometrics the
next level of
authentication

DDA Data —
fraud files and Knowledge 1QSV
shared suspect integration with IVR
files — better provides greater
authentication security of

at the new consumer data with
account increased cost
origination savings

IP / ID providing
greater insight
into online
transactions
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1.8 Experian’

A world of insight
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